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SECRET
s LA NOY g

MEMORANDUM FOR: Chairman, T'nited "tates Intelligence Board

SUBJECT 1 Guidelines Governiang Disclosure
of Classified Intelligence

1, On 2l December 1970, the Presideat 1im soting your
statutory responsibilities for the protection of intelligence sources
and methods, instructed that guidance be provided in this field
especially throngh the machinery of the intelligeace community,

2. On 23 April 1971 such guidance was promuigated to the
intelligence community within the framewor: of the /nited States
‘atelligence Board through USIB-N.9,2/39, entitled, ‘Cuidance
Coversnlng Disclosure of Classified Intelligence. ™

3. I[n a companion report to the FPresident you advised that
periedic reports would be requested irom the Poard Priacipals on
those measures taken within their respective agencies aad depart-
ments to implement these guidelines.

4. On 7 October 1971 you requested the Poard Priacipsls
te report by the end of October or early November oa the measures
taken in this regard within their respective agencies or departments.

5. The following seis forih the “ubject guidelines and the
appropriate response of the Agency to comply with them.

Cuideline No, |

Review existing departmental and agency
regulations governing the control of classifiad
{nformation to make sure that ia every instance
they meet the criteria required by the steadily

CF( GRowF 1
g2y Ly . Excluded from autemali §
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increasing volume and sigmificance of classified intel-
ligence, particulariy facluding seasitive compartmented
intelligence, Particular emphasis should be placed on
assuring that the need-to-know principle is strictly
enforced,

Response:

' Duriag the past three years, fificen
regulations in the Security series have been
revised, or are under revisien. “hese regu-
latiens, as a matter of policy, are continueusly
reviewed and amended when secessary.

2} These Central Intelligence sgency
regulations and procedures assure that ounly
those individuals with 2 demonstrated ‘'nsed-
to-know" receive classified information ané
that all recipients are constantly aware of the
necessity to protect it (rem public diaclosyre,

‘3! A receat Tecurity Clezrance Review
conducted by the tgency, utilizing a striet need-
to-kaow criteria, resulted in the cancellation of
25(X9 {odeword clearances held by ~gency employees.

n addition, [ |Top Sscret and/or Codeward
clearances granted by CIA and held by the employees
of private business, or comsultants were alsc can.
ceiled.

4 Tvery six moaths each Agency
smployee must attest by siganture that he or
she has again read the /pency Haandbook eatitled,
"Fmployee Conduct and Discipline. " These rules
of conduct delineate employee responsibilities
both oa and off the job, including an explanaztien
of the "nesd-to-know’ priaciple.

‘5% There har been established within
CIA & pansl, which among ite requiremants,
has heen tasked to review Agency Security

e
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Compartmaentation relating to: (a) personnel
access to Compartmented information,

{d} docuinent comtrols, {¢) information
disssmination, (d) physical security,

{e) communications, aad {f) sanitising
classified data, including declassification

and downgrading procedures,

(6} Compartinested “"Contral” aad
Security Officers are designated
: Agency to assure that enly those
individusle who have & strict "“need-to-know"
sre granted access to Codeword and Com-~
partmanted information and/or materials.
Afler such "need-to-know’ has been clearly
domenstrated, appropriste brieflings sre
given regarding the syste:, and later upea
terminstion fram the systeam:, pertineat
dabrisfinge are likewise offected. These
GCompartmented and Codewsrd procedures
are sof forth in Agency Masusls originated
spacifically for setting forth goldelines and
progcedures governing those special systems.

{7} An Agency Tash Force racently
completed & survey to reduce valnerabilities
of classified information stored In son-CIA
facilities. The survey reflected that there

tu! in
W, cinssified date iz stored.

ever classified information i found to be
storsd in & facility which dees not meet
wmisimwe staadards for secure storage,
the Director of Security will advise the
appropriats Deputy Director ar Head of
Independent Office and require that con-
tisund storsge be justified by operational
necessity. Thereafter, the Cifice of
Secerity will undertake a follow-up
Program to ensure compliance with its
racommendation to achisve effective
physical security at tha sarliest poasidle

n_’v
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date and will develop & schedule to resurvey
svery two yehrs, all fscilities whare classified
data is stored.

{8) Bimce August 1968, on & selective
basis, the Agency bas provided special sscurity
brisfings to its personael in order to lmpreve
the protection of clasasified inforaation in those
components of C1A whick reflect a greater seed
bassd upon statistical figures involviag peraonsel
charged with security viclstions, The Spatial
Brisfing Program bas achieved motable resalts
ranging from 33 per cent to 58 per cent lmprove-
ment in the olfices concernad and & 10 per cent
overall drop in security violations througheut
the Agency.

Culdeline No, 2

hiake sure that brisfing and indoctrination
procedures are reviewed with the obhjectives of
Culdellns Mo, 1 shove ia view. Thess procedures
should be sc designed as to assare that newly indoctri~
aaied members of the intelligence community and olher
newly indoctrinated officials of the Goverament fully
understand the differences which exint arong varicus
kinds of istelligence, with respact to danger to the
source or method whick would result fro= disclosure,
It should also be the purpose of these procedures to
explain the way in which cleared individuals can readily
asceriain the clearance status of othars before discuss-
ing claseified information revealing lntelligence scarces
asd mmethods, and to make sure that they do 30,

Rasponge:

{1} Agency briefing and ladoctrination
procedures ave reviewsd contisncusly to meet
the changing times, All persons entering on
daty receive oight hours of security education
covering such matters as security regulstions,
saplonage thrsats to CLA and the intelligemtc e
community, protection of scurces, methods and
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techaiques of lateiligence, unauthorized discie.
sures, physical and technical penvtratious,
outslde activities, security sssistaace to all
employees and physical security.

{&} Employesd returaning from overseas
arse gives sscurity briefiags la eoajuaction with
the CIA Review Program. 7These brisfings briag
the emplovees up-lo-date an the latest security
practices which originated while they were
abroad.

{3) Agemncy employses are givea compre-
hensive security brieflags when tracelling to
éonled areas, They 2re tlsc briefed on secarity
matters whea scheduled for TDY, PCE aad pris
vates travel outside ibe United Bitates,

Cuddeliae o, 2

Provide for periedic reiadectrination aad contisuing
education ia special securlty practices snd procedures
relating to intelligeace, in agdition to those security pro-
cedures sstablished as gensral policy. te include & program
for prompt debriefing of individusls who ac longer have 2
seed . lu-know,

{1: & Reiodoctriastion Program for =il
Agency employees is given periedicsily aad sew
securily appreoaches snd procedures are constaatly
explarad to form the basis of the next program
which always lacludes an updating of the last one.

(&) The Ageacy has an effective pregram
for the prompt debriefing of individuals whe no
longer have 8 need-io-kancw in the various cate-
gories of clearaace, including Compsrtenented
{aformatioa,

uj)-
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Cuideline Na, 4

Beview procedures for anthoriziay and coutroiliag
disclosures and relsases.

a. The responsibility of the latelligence
chief for vssessing the rizk tu latelligence zources
and methods iavolved ia delibarate dlsclosures
should be deilneated. There should he 3 review
sad assessmeat by intelligeace authoritier when-
ever aay classified intelligeace is proposed for
declansification or for uee ia brisfliags, testdmeny,
symposiums, seminzrs, zpeeches . writings lor
publication, presestasions, cewrses of instruction,
preas relssses. forma!l sad lnformal interviews
with presz represontatives, or other activities in
the course of which there 1s 2 daager that intalli-
geace sources aad methocs might be reveniod.

iach sssessrnent should includs
methode by which sueh iatelligence caa be
effectively and plausibly zanitized by or with the
approvil of the originatiag sgeacy so ae to protect
the source. Heasitive intelligence Lo be disciosed
should be clearly identified as such zad the >fficlsl
dlsclosing it should be $o cautiones when appro-
priste. This can be particularly importaat in
dealing with some public iaformation efficials whe
canaet be sxpected 1o be fully familiar with tle
origins of such sensitive iantelligeace. Recurds
should be sunlalained regardiag say classified
intelligeace declannified or avthorized for
disclosurs,

Rw 5@

It ie the policy of the “geacy not to maike
deliberate disclosure of claasified iatelligence
laformation to the public. 1a erder tc preveat
the unauthorized releasze of such data CIA proce-
dures and regulations a8 vutllaed in Feadguariers
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Regulation | |require smployess to subm.it 25X1
their writings, or the subject matter of public

speeches to their respective Deputy Directors

ox Heads of Independent Cifices for their review

and the subsequent approval of the Director of

Security.

Cuideline No, 4 costinued |

b. The facts surroundisg laadvertent
disclosure of classified intelligesce to any
person or psrsons not authorined for access
to such intelligence should be reported to the
appropriste inmtelligence chief, whe will inform
the ariginating agency in any patentially hascaful
case,

€. Axy person having knowledge of any
disclosaure of ciassified intelligence made con-
trary to the regulations and controls of the
department or agency coacerned should premptly
raport it to the appropriate intelligence chief for
actisn. Such action rsay isclude (1) such steps
as are feasible to repair or Umit the extent of
the damage; (2) & requost for investigation by
appropriate authorities; (3} an asssssment of
ths possible hanw to istelligence sources sudt
moethods and aotification to all intalligence
suthorities cencerned; and (4) prexpt notifica-
tion to all official recipients that an uasuthorized
disclosure has occurred, together with adwice
of remedial action to be taken and guidance for
responses to inquiries from public rmsedia
representatives that may result from the
comprorsnise,

Response:
- {1} The Secwrity Committes of the

United States Intelligence Board was established
to promute means by which the intelligence

N .
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commualty may prevent the unautherized
disclosure ¢f iatelligsace, iatelligence
{iaformation and intelligence sources and
methods., Charscteristic of the Security
Committee respoase i prompt inguiry into
the facts surrounding sericus unauthorized
dinclosures and consultation with the appro-
priate lantelligence agencies represented on
the Comunittse. The scope and sericusness
of the dlsclosure is analy:ed by the partici-
pating agencies aad departments most affected
and coacerned with the “leak’ of clasaified
fuformation. Determinations are rmade in
those cases of significance aa to the feasibili-
ity of iavestigsation. Paramevat consideration
is glven to the time frame of the disclosure
and the extent of the scurce material dissemi-
sation within the intelligence commuaity since
these factors have 5 salient bearing on the
fruitfulness of iavestigative inquiry,

{2} A centralized data base covering
leaks of iatelligeace information io public
information media has been established fn
the Office of Security. It contains a copy of
the mews media article, its author the nama
of the publication in which it appeared, the
gravity of the leak, and where appropriste,
an assessment of the Jamage,

Culdelinoe No, 5

Take fally iato accoust, in proposing the release
of any latelligence derived from a jolat project in the
intelligence commmuality, the iaterests of any other
members of the intelligence community which migh-
be concerned. I a depariment or agency authorizes
the disclosure of seasitive intelligeace from such a

-8-
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cornmunity may prevent the unauthorised
disciosure of intelligence, imtellizence
inforcaation ané istelligonce sources and
methods. Characteristic of the Security
Comrnittee response i proopt inquiry iste
disclovares andé consultation with the appro-
priste intelligence agencies represented on
the Comenittee. The scope and seriousnsa:

~ of the dsclosure is analyzed by the partici-

. pating agenciss and dspartinents most affectad
‘wnd concerasd with the "leak” of classified
i stion. Dwterminations are made in
canes of significance as to the foasi-

bility of investigation. Faramount consid-
cuﬁm is given to the time frame of the
diselosurs and the extant of the scurce
material dlasecination within the intelligence
community since these factors have a salient
bearing m‘ﬁk fraitfalness of lavestigative
inguiry,

{2) A preposal to sstablish s
ceontralised data hase iv the Clfice of
Security covering unauthorized disclosures
of ciassified information is in the process
of coosrdination. Inforguation covering the
asturs and suthor of the Jeak, the name of
publication in which it appears, the gravity
of the leak, and any information which might
reveal the source of the leak will be filed in
the proposed centralized data bease.

Guidelise No, §

Take fully inte accouat, in proposing the release
of any intelligence derived from & jobst project in the
iatelligence sommunity, the interests of any other
raembers of the intelligence community which might
be concerned. If a depart:zent ar agency authorizes
the disclosure of sensitive intelligence Irom such

.,‘
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source, that agency ls responsible for informing other
USIB members of the action, Special attention sheuld
be given to defining the precise limits of the disclesure
and the cautioning against inadvertent elaboration or
axtension beyond those limita,

Response:

The restriction us dissemisatien of
classifisd information {s consmonly known 2s
the Third Agency Rule. Director of Central
hlﬂli.m Directive No. 1/7, “Controls {or

seminstion and Use of Iutelligencs and
Mﬂh;mc Information” reinforces the
application of the Third Agency Rule which

was agresd to by the member agencios of

U818, Agency Regulation |j_n_|alm 25X1
clearly sets forth the policy application of

the Third Agency Rule. It atates that classi-
fled or controlled intelligence information
originating in asother depart:nent or ageacy
shall not be disseminated or used outside of
CIA without permissios of the sriginating
departnent or agency except under cortais
comditions., These conditions permit dis-
seecination when: [1) the decument is
origionted by a USIB mewaber ageacy or
department and the docurent containg ne
limiting contral marking and (2) USIB
member agencies have given advance
comaent for the dissexination of finished
intelligence to VEIB .nembers providing

the documaent dose not bear any contral
markings and the data is paraphrased to
cencenl the originating agency, the source,
the plate and date acquired and the mammer
of acguisition,
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Guidslizs No, 6

In conjunction with appropriste autherity, take,
or assure that disciplinary action is taken where appro-
priate, in a Just, clear, and definite manner which will
demonstrate the sxtreme seriousness with which waaa-
therised disclosures are viewed. Where a viclation of
eriminal statutes may be invelved, any such case should

be refsrred promptly to the Departmant of Justice.

Respoase:

{1} Hesdguarters Regulation

prohibits all Agency employees from using
eofficisl data for say purpose other than the
periormance of thelr official duties for ase
on babalf of the Agency. Further each
exployee is charged with the resposaibility
for ths securs handling of official data and
for protecting it against unauthorized dis~

L

{2) Headquarters Regulation| |

sots forth the penalties incurred for fallure
to use official data properly or tc protect &

fross waauthorised disclosure. These penaities

range from an oral reprimand by a division
chief or higher authority to termiastion,
depanding upon the circumetances and
gravity of the sifense.

{3} As recently as 19 June 19371 tha

Deputy Director for Snpport theough Head-
quarters Notice | advised all CIA
ecployees of the President's concern
over disclosures is the public media of
classified informstion bearing upon
important aspects of national security,
particularly those disclesures that may
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jespardize intalligence sources and
metheds. The Metice identified the
Assistant to the Director of Central
Intelligence as the responsible authority
for the coordination within the Agency

of responses to inquiries frow repre-
sentatives of public inforvation media
and stated that the Director was prepared
te thkeo strong disciplinary action agains
any employer who jecpardized intelligence
sgurces asd methods through unauthorvizsed
disclosaure,

t_-) _,!
=

R. E. Cushman, Jr.
Lieatenant General, USMC
ClA danber of USIB
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